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Hong Kong Police Force
Telephone Deception (TD) Designated Unit

Regional Crime Unit Team 3, Kowloon East

« Monitor situation

» Coordinate investigation

« Gather and analyze intelligence
« Formulate strategies
 Disseminate timely information
- Render expert opinion at Courts ...
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Overview of TD in HK |

Number of TD Report

2880

2314

2220

Total TD Report 1916 2047

Successful Case

2011 2012 2013 2014 2015
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Overview of TD in HK |

Monetary Loss (in HK$ million)

317.95

39.21 457

2011 2012 2013 2014 2015
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Overview of TD in HK

Monthly Breakdown
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Overview of TD in HK .

2015 2016 Comparison
(Jan-Aug) | (Jan-Aug)
Number of TD Reports | 2558 559 -1,999 | | 78.1%
Monetary Loss 262.98 122.44 |-140.54| | 53.4%
(HK$ millions)
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M eans of Fraudulent Transag‘t‘i ons

 Remittance vialocal MSOs

e Transferal/ remittanceto
newly opened Mainland
bank accounts of victims

e Local bank transferal
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Common Modus Operandi

° “Guess WhO”
+ “Detained Son”
+ “Pretend Mainland Official” (PMO)

Others
204 B Guess Who
20%
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B Detained Son
36%
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“Guess Who”
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“Guess Who”

ad “Guesswhoam |” By Friends/ Rdatives

4

Money Remittancevia - Excuses for
Withdrawn - M SOs Urgent Money

M SOs wer e abusedin M oney Laundering process.
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“Detained Son”
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“Detained Son”

Random Detained Next-of-kin
Call = and Asked for

Ransom

- Victim not to
Hang Up

: 1

Remittance via [ Collect Money K Handover/
M SOs Drop-off Money

M SOs wer e abused in Money Laundering process.
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“Pretend Mainland Offici a] f’
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“Pretend Mainland Official”

1st layer _ _
Pretend bank/utilities/telecom/express staff / | mmigration

= %
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: Fraudulent transactiol
2 by e-banking

2" |ayer A
Pretend Police of China @ l
Deposit to given baik

account :
/ victim’s ownsac

o

Collect/money ‘i PErson

3'd ayer
Pretend Prosecutor of China

/Bogu*s website and fake warrant




Vulnerability of M SOs
 Take good advantages of MSOs: -

- Convenience

- Low Cost ULNERABLE

- Simple Transaction Process

e Difficultiesin identifying suspicious transactions

« Lack of handling/ reporting mechanisms
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| nitiatives of HK PF
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Operation “APPLESHINER?”

Coordinated by Regional Crime Unit,
Kowloon East since June 2013

Aims at enhancing public awar eness and
MSOs’ alertness

Crime prevention campaign and
enforcement at TD’s blackspots
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| nitiatives of HK PF

Scams Response Teams

Special Liaison Mechanism for Reporting
Suspected Scams/ Suspicious Transactions

Police District based
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Complimentsto MSOs

Exercise Due Diligence
« Since 2013, 84 TD cases intercepted

Cooperation with Police

» Whereabouts of crime proceeds
 Suspicious transactions

« Suspicious Mainland bank accounts
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Recommendations by HK PF

Record Keeping
&
Customer Due Diligence

| dentify Potential
Victims & Culprits

Identify & Report Delay/ Reject/ Terminate

Suspicious Remittance

Suspicious
Remittance

BFBRA BIHKE
We Serve With Pride & Care




Recommendations by HK PF

Report to Paolice

Emergency

Non-urgent

Police Station

Scams Response
Teams

Joint Financial
|ntelligence Unit
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